131st Maine Legislature
An Act to Enhance Regulation of the Grand Jury Subpoena Process and Government Access to Electronic Device Information
L.D. 1056
An Act Restricting State Assistance in Federal Collection of Personal Electronic Data and Metadata
[bookmark: _AMEND_TITLE__8e769fe2_cdb8_41b9_a2a9_1c][bookmark: _PAGE__1_dd0ebf7d_4a4d_4d39_ac09_8bba7a2][bookmark: _PAR__2_d2608142_e978_46e5_b5e2_321d2c4e]L.D. 1056
[bookmark: _PAR__3_e439c697_b600_45c7_93e6_84bada97]Date:	(Filing No. S-         )
[bookmark: _PAR__4_045e7709_2f79_43b3_8348_ee94b830]JUDICIARY 
[bookmark: _PAR__5_db0fc2f7_16d9_412f_8f38_8e887698]Reproduced and distributed under the direction of the Secretary of the Senate.
[bookmark: _PAR__6_75784395_2fb2_435b_84e8_17efcbcf]STATE OF MAINE
[bookmark: _PAR__7_a3393348_8d01_4e18_a59b_34d39eb4]SENATE
[bookmark: _PAR__8_ede6ae26_7678_427a_aff9_92e1beeb]131ST LEGISLATURE
[bookmark: _PAR__9_ca634641_a761_40f1_9ed9_6847bb96]SECOND REGULAR SESSION
[bookmark: _PAR__10_a1eb8ff2_f544_4f38_a1eb_dcf82a6]COMMITTEE AMENDMENT “      ” to S.P. 425, L.D. 1056, “An Act Restricting State Assistance in Federal Collection of Personal Electronic Data and Metadata ”
[bookmark: _INSTRUCTION__2a902e8a_2410_4bd1_a5b3_55][bookmark: _PAR__11_1904eca1_74cc_4376_af67_8a3fc85]Amend the bill by striking out the title and substituting the following:
[bookmark: _PAR__12_78e7b8ab_e9c9_431a_af0d_5c529fd]'An Act to Enhance Regulation of the Grand Jury Subpoena Process and Government Access to Electronic Device Information'
[bookmark: _INSTRUCTION__3feb0548_4c1d_42e1_a585_8d][bookmark: _PAR__13_4ff886c1_3189_4afd_9278_4280213]Amend the bill by striking out everything after the enacting clause and inserting the following:
[bookmark: _PAR__14_7800a096_9686_448f_805f_9cac783]'PART A
[bookmark: _PAR__15_c169b2a0_07bc_475b_b240_70a590a]Sec. A-1.  15 MRSA §58 is enacted to read:
[bookmark: _PAR__16_0460198f_f7a3_4091_88f2_2e498cb]§58.  Notice of grand jury subpoena
[bookmark: _PAR__17_4c48ef91_2b36_42ea_bb1f_d03d8df]1.  Definitions.  As used in this section, unless the context otherwise indicates, the following terms have the following meanings.
[bookmark: _PAR__18_6a4c8fda_c77c_419f_bd9a_69391d7]A. "Adverse result" means:
[bookmark: _PAR__19_8c95cbad_4ec7_41fc_988f_709072e](1) Immediate danger of death or serious physical injury to any person;
[bookmark: _PAR__20_1381d6f8_7060_4529_b509_ce4b142](2) Flight from prosecution;
[bookmark: _PAR__21_be52369f_824c_4b47_b86e_09fa1e6](3) Destruction of or tampering with evidence;
[bookmark: _PAR__22_8882431e_18c1_44cf_bfea_6a87808](4) Intimidation of a potential witness;
[bookmark: _PAR__23_e687b0c1_0830_4412_871b_11c5e6b](5) Seriously jeopardizing an investigation; or
[bookmark: _PAR__24_92573e89_b88f_4b95_bad6_0387dce](6) Undue delay of a trial.
[bookmark: _PAR__25_dcd5773b_db20_46ef_91a8_a243c1d]B. "Court" means the Superior Court or the District Court.
[bookmark: _PAR__26_4687ac9a_436b_4768_913d_80c6a42]C. "Grand jury subpoena" means a subpoena issued by a grand jury pursuant to Rule 17 or 17A of the Maine Rules of Unified Criminal Procedure and pursuant to section 56.
[bookmark: _PAGE__2_80c25055_b073_425e_b00c_816de9c][bookmark: _PAR__2_cb51e358_5995_425b_8fe4_6bb25569]D. "Subject of the grand jury subpoena" means the person or persons, if reasonably identifiable by an attorney for the State, about whom any grand jury witness testimony or documentary evidence or tangible objects are sought through a grand jury subpoena.  "Subject of the grand jury subpoena" does not include the person upon whom the grand jury subpoena is served.
[bookmark: _PAR__3_0c0d493b_a488_4b37_b83a_b6c6b971]2.  Notice by subpoenaed person.  A person served with a grand jury subpoena may notify any person of the existence of the grand jury subpoena unless a court order prohibiting such action is served with the grand jury subpoena.  On application by an attorney for the State, a court may issue an order prohibiting the person served from notifying any other person of the existence of a grand jury subpoena if the attorney for the State demonstrates that there is a reason to believe that notification of the existence of the grand jury subpoena will have an adverse result.
[bookmark: _PAR__4_f2181795_ba84_496b_b1a0_ea209ec3]3. Notice by attorney for the State.  An attorney for the State, within one year after service of a grand jury subpoena, shall notify the subject of the grand jury subpoena of the existence of the subpoena unless:
[bookmark: _PAR__5_8bbff383_256e_4dfe_a1aa_d310188b]A. The subject of the grand jury subpoena was indicted either by the grand jury that issued the subpoena or by another grand jury to which any evidence produced in response to the subpoena was presented; or
[bookmark: _PAR__6_2aa7224d_8d6d_4c48_8d98_f24609a2]B. On application by an attorney for the State, a court issues an order waiving the notice required by this subsection.  A court may issue an order waiving the notice required by this subsection if the attorney for the State demonstrates that there is a reason to believe that notifying the subject of the grand jury subpoena of the existence of the subpoena will have an adverse result.
[bookmark: _PAR__7_115f43f4_a410_411e_ad86_03722f78]PART B
[bookmark: _PAR__8_59f2144e_132f_4a34_94e6_e5e9b783]Sec. B-1.  16 MRSA c. 3, sub-c. 10, headnote is amended to read:
[bookmark: _PAR__9_03b7a5b3_ea82_44c6_94bb_2d9c20a5]SUBCHAPTER 10
[bookmark: _PAR__10_d9a55002_bbcf_40e5_a8d7_6a9e240]PORTABLE ELECTRONIC DEVICE CONTENT INFORMATION
[bookmark: _PAR__11_b309c2dc_0e74_46db_ba06_9510dd2]Sec. B-2.  16 MRSA §641, sub-§2, as enacted by PL 2013, c. 402, §1, is repealed.
[bookmark: _PAR__12_af6c3b4d_4cc1_4cd4_8cd9_98f6198]Sec. B-3.  16 MRSA §641, sub-§3-A is enacted to read:
[bookmark: _PAR__13_44fd901e_5b8b_4072_aa18_7bf0331]3-A.  Electronic device.  "Electronic device" means an electronic device that enables access to, or use of, an electronic communication service or remote computing service.
[bookmark: _PAR__14_711674f5_1bce_4b72_8eeb_eb49108]Sec. B-4.  16 MRSA §641, sub-§3-B is enacted to read:
[bookmark: _PAR__15_5965a0a5_18be_4458_af64_a4427e9]3-B.  Electronic device information.  "Electronic device information" means:
[bookmark: _PAR__16_b92a354e_bedc_42ef_8222_d9ab388][bookmark: _PAGE_SPLIT__ba1620bc_7c1d_4136_b5df_86d][bookmark: _PAGE__3_23c1e941_1b45_4e80_b233_bdfd0a2][bookmark: _PAR__2_c38e27b7_7710_4c13_bd23_aa7d5142]A.  With respect to any wire, oral or electronic communication stored on, generated by or transmitted from or to the electronic device, any information concerning the substance, purport or meaning of that communication as well as information about the sender or a recipient of the communication, including the location of the sender or a recipient at any point during the communication; the format of the communication; the time or date the communication was created, sent or received; or any information relating to a person or an electronic device participating in the electronic communication, such as an Internet protocol address; and 
[bookmark: _PAR__3_13d61cca_fd1a_4157_933a_6315e8c2]B.  Any other information stored on, generated by or transmitted through operation of the electronic device.
[bookmark: _PAR__4_c070bdad_487d_426c_b5fb_1727acff]"Electronic device information" does not include location information as defined in section 647, subsection 5, except information about the location of a sender or recipient of a wire, oral or electronic communication.
[bookmark: _PAR__5_6e2296f3_1264_42ca_afca_8b4d6f70]Sec. B-5.  16 MRSA §641, sub-§5, as enacted by PL 2013, c. 402, §1, is amended to read:
[bookmark: _PAR__6_867ecbba_0456_4116_906e_91f49455]5.  Owner.  "Owner" means the person or entity having the legal title, claim or right to a portable an electronic device.
[bookmark: _PAR__7_0b5d4f9c_c4c8_418f_ae4f_775b8e02]Sec. B-6.  16 MRSA §641, sub-§6, as amended by PL 2019, c. 489, §5, is repealed.
[bookmark: _PAR__8_139f103e_ee20_4a63_a05d_9af11c26]Sec. B-7.  16 MRSA §641, sub-§7, as enacted by PL 2013, c. 402, §1, is repealed and the following enacted in its place:
[bookmark: _PAR__9_9ffe3f46_1e11_43c2_bb58_661069a6]7.  Remote computing service.  "Remote computing service" means:
[bookmark: _PAR__10_f3907006_8832_4a46_b50c_fd9f57b]A.  The provision to the public over the Internet of ondemand computer storage; or
[bookmark: _PAR__11_29d6faa2_68f9_46f3_9a44_46685f2]B.  Processing services provided by means of an electronic communication service.
[bookmark: _PAR__12_31cbc798_eb88_47a9_bd33_d01e1a5]Sec. B-8.  16 MRSA §641, sub-§8, as enacted by PL 2013, c. 402, §1, is amended to read:
[bookmark: _PAR__13_1aee6d14_9e5c_4aa8_9133_2a1ef01]8.  User.  "User" means a person or entity that uses a portable an electronic device.
[bookmark: _PAR__14_17e2a277_f79c_45bc_93ad_f773839]Sec. B-9.  16 MRSA §642, as amended by PL 2017, c. 144, §4, is further amended to read:
[bookmark: _PAR__15_47671c4c_3972_4115_9ec4_3748655]§642.  Authority to obtain and disclose content electronic device information held by a provider of electronic communication service or remote computing service
[bookmark: _PAR__16_f2eb25f8_7568_4c22_84c4_7fd4040]1.  Authority to obtain.  A government entity may obtain portable electronic device content information directly from a provider of electronic communication service or a provider of remote computing service only in accordance with a valid search warrant issued by a duly authorized justice, judge or justice of the peace using procedures established pursuant to Title 15, section 55 or 56 or as otherwise provided in this subchapter.
[bookmark: _PAR__17_5bef7e2d_4670_4bd6_a44b_c30307a]2.  Authority to disclose.  A provider of electronic communication service or remote computing service may disclose portable electronic device content information to a government entity only pursuant to a warrant issued by a duly authorized justice, judge or justice of the peace or as otherwise provided in this subchapter.
[bookmark: _PAR__18_df7790d9_ee15_4c4b_91f0_bdce647]Sec. B-10.  16 MRSA §643, as amended by PL 2019, c. 489, §§7 and 8, is further amended to read:
[bookmark: _PAR__19_6b1b8385_8c7d_417a_acd7_3ea7c1d]§643.  Notice
[bookmark: _PAR__20_a35fdbca_cedd_49a7_8a29_15d26cf]Notice must be given to the owner or user of a portable an electronic device whose content electronic device information was obtained by a government entity.  The notice requirements of this section do not apply if the government entity is unable to identify the owner or user of a portable an electronic device.
[bookmark: _PAGE__4_80ad07b7_c006_40f9_ad7d_12c446a][bookmark: _PAR__2_93bb3c84_bbc1_4020_b3e2_6b1c0059]1.  Timing and content of notice.  Unless the court determines under subsection 2 that no notice is required, the government entity shall provide notice to the owner or user that content electronic device information was obtained by the government entity from a provider of electronic communication service or remote computing service within 3 days of obtaining the content that information. The notice must be made by service or delivered by registered or first-class mail, e-mail or any other means reasonably calculated to be effective as specified by the court issuing the warrant. The notice must contain the following information:
[bookmark: _PAR__3_2361afe7_62a7_40ae_978d_368aac33]A.  The nature of the law enforcement inquiry, with reasonable specificity;
[bookmark: _PAR__4_9f808033_0738_463c_8c16_e0f1e8bc]B.  The content electronic device information of the owner or user that was supplied to or requested by the government entity and the date on which it was provided or requested; and
[bookmark: _PAR__5_d5b86e41_6e23_40e3_bbd8_dbc7ce4e]C.  The identity of the provider of electronic communication service or remote computing service from whom which the information was obtained.
[bookmark: _PAR__6_775658af_a48e_453a_bf99_64cc9507]2.  Notification not required.  A government entity acting under section 642 may include in the application for a warrant a request for an order to waive the notification required under this section. The court may issue the order if the court determines that there is reason to believe that notification will have an adverse result.
[bookmark: _PAR__7_7842ef1f_90ec_44b1_8004_d8eed4e6]3.  Preclusion of notice to owner or user subject to warrant for content electronic device information.  A government entity acting under section 642 may include in its application for a warrant a request for an order directing a provider of electronic communication service or remote computing service to which a warrant is directed not to notify any other person of the existence of the warrant. The court may issue the order if the court determines that there is reason to believe that notification of the existence of the warrant will have an adverse result.
[bookmark: _PAR__8_06582dc7_8aea_485f_8095_97899939]Sec. B-11.  16 MRSA §644, as amended by PL 2019, c. 489, §9, is further amended to read:
[bookmark: _PAR__9_4efaf6b2_fef4_4b2b_a026_a220e3a4]§644.  Exceptions
[bookmark: _PAR__10_8e6d5371_5840_4b98_b6cf_426ff7b]1.  Consent of owner or user.  When disclosure of portable electronic device content information is not prohibited by federal law, a government entity may obtain the information without a warrant with the informed, affirmative consent of the owner or user of the portable electronic device concerned, except when the device is known or believed by the owner or user to be in the possession of a 3rd party authorized to possess the device by the owner or user.
[bookmark: _PAR__11_c32d1fcf_6f67_4527_ab79_01c94ff]2.  Consent of owner or user not required if content electronic device information public.  Notwithstanding subsection 1, a government entity may obtain content electronic device information without a warrant if the content electronic device information is otherwise disclosed by anyone in a publicly accessible domain, including, but not limited to, on the Internet.
[bookmark: _PAR__12_9565701d_3102_4e86_b2e7_bc13250][bookmark: _PAGE_SPLIT__7dd86f5a_a59b_4453_b94a_ddd][bookmark: _PAGE__5_15ddd97d_81ed_438a_91f7_406bd2b][bookmark: _PAR__2_fcc368f1_452c_4ef9_8c4b_f81f7e7a]3.  Emergency.  When a government entity cannot, with due diligence, obtain a warrant in time to address an emergency that involves or is believed to involve imminent danger of death or serious physical injury to any person, a government entity may obtain the content electronic device information from a portable electronic device without a warrant, and a provider of electronic communication service or remote computing service may disclose such information to the requesting government entity without a warrant.
[bookmark: _PAR__3_89ebafd7_3b9b_4e6a_8abc_c223caac]Sec. B-12.  16 MRSA §645, as enacted by PL 2013, c. 402, §1, is amended by amending the section headnote to read:
[bookmark: _PAR__4_265d39df_7a3d_4489_b386_017654e9]§645.  Use of content electronic device information obtained in violation of this subchapter not admissible
[bookmark: _PAR__5_c83c438b_8d57_49be_baf7_24e7759c]Sec. B-13.  16 MRSA §648, first ¶, as amended by PL 2017, c. 144, §5, is further amended to read:
[bookmark: _PAR__6_1ba81b00_0f03_43d8_9a38_268b495a]Except as provided in subchapter 10 or this subchapter, a government entity may not obtain location information without a valid warrant issued by a duly authorized justice, judge or justice of the peace using procedures established pursuant to Title 15, section 55 or 56.
[bookmark: _PAR__7_82be1ff7_5de8_4d3b_a445_82636afa]Sec. B-14.  16 MRSA §649, first ¶, as reallocated by RR 2013, c. 1, §30, is amended to read:
[bookmark: _PAR__8_51522611_ff09_46b1_ab2b_8f34f7f7]Notice must be given to the owner or user of an electronic device whose location information was obtained by a government entity pursuant to this subchapter.  The government entity's notification obligation applies only if the government entity is able to identify the owner or user.'
[bookmark: _INSTRUCTION__8c5ef2bc_16b1_492b_91e7_4c][bookmark: _PAR__9_2edbc2d8_be41_40b9_89bb_ec4a96fd]Amend the bill by relettering or renumbering any nonconsecutive Part letter or section number to read consecutively.
[bookmark: _SUMMARY__003eda57_4a23_4905_9952_54466d][bookmark: _PAR__10_24adbd46_2624_40dc_a46f_cac2d40]SUMMARY
[bookmark: _PAR__11_59e40a97_0da7_4434_b076_040ba87]This amendment, which is the minority report of the committee, strikes and replaces the bill.  
[bookmark: _PAR__12_541ce097_47a5_4a98_8e71_035bfe8]Part A of the amendment clarifies that a person upon whom a grand jury subpoena is served may notify others of the existence of the subpoena unless a court issues an order prohibiting notice to any person on the basis that there is a reason to believe such notice will have an adverse result. It also requires an attorney for the State, within one year after service of a grand jury subpoena, to notify the subject of the subpoena against whom an indictment has not been issued of the existence of the subpoena unless a court enters an order waiving the notice requirement on the basis that there is a reason to believe such notice will have an adverse result.  For purposes of these provisions, the amendment defines "adverse result" as immediate danger of death or serious physical injury to any person; flight from prosecution; destruction of or tampering with evidence; intimidation of a potential witness; seriously jeopardizing an investigation; or undue delay of a trial.
[bookmark: _PAR__13_9fec026f_1976_4997_99c1_9138684][bookmark: _PAGE_SPLIT__b24d9adf_119f_4717_89b2_efe][bookmark: _PAGE__6_dfebeed0_36f4_4e70_9551_db45583][bookmark: _PAR__2_1e686f5c_8cc9_407b_bb18_455b8dee]Part B of the amendment amends the provisions of law that require state and local government entities to obtain a search warrant, unless certain enumerated circumstances exist, before accessing information regarding the content of portable electronic device communications.  Part B expands the scope of these laws to apply when state or local government entities seek to obtain not only information about the content of communications but also metadata about those communications and any other information stored on, generated by or transmitted through operation of an electronic device, regardless of whether it is portable.  Part B also clarifies that these provisions of law apply when state and local government entities seek to obtain electronic device information stored by remote computing services that provide Internet storage to the public, commonly referred to as "cloud storage services."
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