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Dear Senator Hastings, 

 

As you recall, the Encryption Subcommittee was established to consider the concerns 

raised by the Maine Freedom of Information Coalition in its letter dated April 27, 2012 

about the possibility that police and emergency service providers may begin to encrypt 

more of their radio communications after completing the federally mandated switch from 

an analogue to a digital radio system.  We have reviewed the current encryption practices 

of Maine’s law enforcement agencies and first responders and considered how moving to 

a digital radio system may impact those practices.  We also reviewed federal and state 

laws that may apply to the use of encryption to help guide us in our deliberations.  This 

letter contains a brief outline of our work and our unanimous recommendations to 

address the concerns raised by the Maine Freedom of Information Coalition.  

 

On July 16, 2012 and August 15, 2012, the Encryption Subcommittee met in room 438 of 

the State House and received testimony from Suzanne Goucher representing the Maine 

Freedom of Information Coalition and the Maine Association of Broadcasters; 

representatives from the Maine State Police, Department of Public Safety, including Col. 

Robert Williams (Chief of the Maine State Police), Lt. Col. Raymond Bessette (Deputy 

Chief), Lt. Don Pomelow (Commanding Officer of Troop C), and Major Grotton (Special 

Services); and Wayne Gallant, of the Office of Information and Technology.  In addition, 

we directed our staff to work with Assistant Attorney General Laura Yustak Smith to 

review federal and state laws and policies that may pertain to the encryption of public 

safety radio transmissions; staff reported those findings to us at our last meeting.  

Summaries of our meetings may be found at 

http://www.maine.gov/legis/opla/righttoknowsums.htm   

 

Based on our review we make the following unanimous recommendations:  

 

1.  That the Right to Know Advisory Committee not propose any statutory changes to 

address issues raised in the Maine Freedom of Information Coalition’s letter dated April 

27, 2012; and 
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2.  That the Right to Know Advisory Committee send a letter to the Board of Trustees of 

the Maine Criminal Justice Academy requesting that it consider creating a model 

encryption policy for consideration by local law enforcement agencies that reflect the 

current practices and requesting that the board report back to the Advisory Committee on 

any decisions or actions taken pursuant to this request.    

 

Although all members of the Subcommittee agreed that current encryption practices are 

not an issue in Maine, members were concerned about the potential for law enforcement 

agencies to use digital technology to encrypt transmissions to which the public should 

have a right of access.  Accordingly, if current practices change significantly it would be 

appropriate to revisit this issue.   

 

We appreciate the opportunity to delve into this matter for the Advisory Committee.  

Please feel free to contact me if you have any questions.  

 

Sincerely, 

 

 

 

Linda Pistner, Chair 

 

 

cc: Members, Right to Know Advisory Committee 












































































































































































