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An Act to Amend the Laws Affecting Insurance
[bookmark: _AMEND_TITLE__b89b11a0_102e_4145_846d_54][bookmark: _PAGE__1_b30b154e_c12d_43d9_9d32_b144fd8][bookmark: _PAR__2_6f19287c_618d_44ac_9d38_f871b2b7]L.D. 1837
[bookmark: _PAR__3_500bffe0_f0b1_4913_ae91_0d672f63]Date:	(Filing No. S-         )
[bookmark: _PAR__4_ece16a00_ce65_4ae6_813d_121a7ec5]Reproduced and distributed under the direction of the Secretary of the Senate.
[bookmark: _PAR__5_75aefc01_7611_40b7_80b3_a428b2f9]STATE OF MAINE
[bookmark: _PAR__6_ca18fed1_1b67_48c6_9774_b68b69c0]SENATE
[bookmark: _PAR__7_1520ba66_c059_4f42_b743_c96cb04e]132ND LEGISLATURE
[bookmark: _PAR__8_4f77826e_d451_4628_b8ef_e60834fa]FIRST SPECIAL SESSION
[bookmark: _PAR__9_467203d0_7dd3_41be_891c_ae6e4d85]SENATE AMENDMENT “      ” to S.P. 720, L.D. 1837, “An Act to Amend the Laws Affecting Insurance”
[bookmark: _INSTRUCTION__ae798492_412d_4f65_9b8b_56][bookmark: _PAR__10_c16f58ae_3aeb_402a_a582_3ea7aca]Amend the bill by striking out all of section 29 and inserting the following:
[bookmark: _PAR__11_27e50f01_ec35_46d7_bb44_5a09bc0]'Sec. 29.  24-A MRSA §2263, sub-§1-A is enacted to read:
[bookmark: _PAR__12_da938aef_0a6e_4414_b39a_f045fe7]1-A.  Ancillary service provider.  "Ancillary service provider" means a person that is not a licensee and that contracts with a 3rd-party service provider or with another ancillary service provider to maintain, process or store nonpublic information obtained from the licensee or is otherwise permitted access to nonpublic information obtained from the licensee through its provision of services to the 3rd-party service provider or other ancillary service provider.
[bookmark: _INSTRUCTION__130364b8_11ec_4f1c_bff9_5f][bookmark: _PAR__13_ebd288b7_f24b_457b_8a6d_e660acd]Sec. 30.  24-A MRSA §2264, sub-§6, as enacted by PL 2021, c. 24, §1, is amended to read:
[bookmark: _PAR__14_b741d718_ea52_4d37_9a81_4a73530]6.  Oversight of 3rd-party service provider arrangements.  A licensee shall:
[bookmark: _PAR__15_51e359cf_c2f8_48be_b8c0_f25b9e5]A.  Exercise due diligence in selecting its 3rd-party service providers; and
[bookmark: _PAR__16_bd81a5a0_211b_4ba4_81ff_25b7dfb]B.  Require each 3rd-party service provider to implement appropriate administrative, technical and physical safeguards to protect and secure the information systems and nonpublic information that are accessible to or held by the 3rd-party service provider.; and
[bookmark: _PAR__17_20bf07be_fb39_4636_990d_2698b7d]C.  No later than January 1, 2027, require each 3rd-party service provider to notify the licensee when the 3rd-party service provider becomes aware of any cybersecurity event affecting nonpublic information obtained from the licensee that has occurred in an information system maintained by the 3rd-party service provider or by an ancillary service provider if the cybersecurity event has a reasonable likelihood of materially harming any consumer or any material part of the normal operations of the licensee.
[bookmark: _PAR__18_aa5ff137_5b50_4ef0_8c78_3569d2f]Sec. 31.  24-A MRSA §2266, sub-§4, as enacted by PL 2021, c. 24, §1, is amended to read:
[bookmark: _PAR__19_ddc802f1_511c_41b7_9e61_566328a][bookmark: _PAGE_SPLIT__3defa214_b76f_4fd1_a433_2b5][bookmark: _PAGE__2_2428180c_4c34_4cef_839e_f6e3760][bookmark: _PAR__2_daa7ebb6_c495_4ecf_a3fa_e882852b]4.  Notice regarding cybersecurity events of 3rd-party service providers and ancillary service providers.  In the case of a cybersecurity event in an information system maintained by a 3rd-party service provider or ancillary service provider of which the licensee has become aware:
[bookmark: _PAR__3_38983995_d631_47c0_97f5_293f7d90]A.  The licensee shall respond to the cybersecurity event as described under subsection 1; and
[bookmark: _PAR__4_69ed821f_eeaf_4a59_b865_67e91a3b]B.  The computation of the licensee's deadlines for notification under this section begins on the day after the 3rd-party service provider notifies the licensee of the cybersecurity event or the day after the licensee otherwise has actual knowledge of the cybersecurity event, whichever is sooner.
[bookmark: _PAR__5_5b73c2a5_ff7b_486b_8552_c0188e7c]Nothing in this This chapter may not be construed to prevent or abrogate an agreement between a licensee and another licensee, a 3rd-party service provider or any other party to fulfill any of the investigation requirements imposed under section 2265 or notice requirements imposed under this subsection.'
[bookmark: _INSTRUCTION__e9dfdcb8_7782_4273_a24b_67][bookmark: _PAR__6_9a6b6688_8225_4333_97af_4c954e89]Amend the bill by relettering or renumbering any nonconsecutive Part letter or section number to read consecutively.
[bookmark: _SUMMARY__74cae51f_105c_4751_987f_7171af][bookmark: _PAR__7_cb7658c7_d5de_47ff_bd7b_980b57b4]SUMMARY
[bookmark: _PAR__8_22a508ae_a56f_4138_9062_870c6797]This amendment amends the bill by replacing changes made in the bill to the Maine Insurance Data Security Act. The amendment requires that a person who is licensed, required to be licensed or otherwise authorized to operate pursuant to the insurance laws of the State must require that a contracted 3rd-party service provider notify that person when the 3rd-party service provider becomes aware of any cybersecurity event affecting nonpublic information obtained from the person that has occurred in an information system maintained by the 3rd-party service provider or an ancillary service provider if the event has a reasonable likelihood of materially harming any consumer or any material part of the normal operations of the person. 
[bookmark: _PAR__9_14e7f2a6_2a2f_46f4_8767_33fea54a]The amendment defines "ancillary service provider" as a person, not licensed under the insurance laws of this State, that contracts with a 3rd-party service provider or another ancillary service provider to maintain, process or store nonpublic information obtained from a person licensed under the insurance laws of this State or is otherwise permitted access to that information through its services to the 3rd-party service provider or other ancillary service provider.
[bookmark: _SPONSOR_BLOCK__5173d391_45cd_439c_a9ac_][bookmark: _PAR__10_c3137e70_6556_4980_bf9d_8fe0129]SPONSORED BY: ___________________________________
[bookmark: _PAR__11_fb297284_9078_4c75_872f_9f97357](Senator BAILEY, D.)
[bookmark: _PAR__12_02fdc1f3_01f9_450d_a3bc_f556523]COUNTY: York
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