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An Act to Increase Cybersecurity in Maine
[bookmark: _ENACTING_CLAUSE__86e513f2_ca87_422e_861][bookmark: _PAR__1_a9bb53be_9b20_43d8_9f31_218c8488][bookmark: _DOC_BODY_CONTAINER__c55cf0e0_a19d_4327_]Be it enacted by the People of the State of Maine as follows:
[bookmark: _BILL_SECTION_HEADER__8f13f01d_ac77_4895][bookmark: _BILL_SECTION__d896ad17_9c01_478b_b312_5][bookmark: _INSTRUCTION__a81d93d9_be7f_48ee_9084_4a][bookmark: _DOC_BODY_CONTENT__b5442152_d4d4_479f_a9][bookmark: _BILL_SECTION_NUMBER__cedad9a6_4da3_43e8]Sec. 1.  5 MRSA c. 164 is enacted to read:
[bookmark: _REV__a9101b35_02f5_4590_a54f_c7189061df][bookmark: _PROCESSED_CHANGE__7afecaad_a190_42c2_b7][bookmark: _PROCESSED_CHANGE__871a9c93_5106_4a26_98][bookmark: _PROCESSED_CHANGE__93d85387_db5d_4c81_82][bookmark: _PROCESSED_CHANGE__a2944ed9_7a17_4c00_81][bookmark: _PROCESSED_CHANGE__d159e877_ef38_413e_a8][bookmark: _STATUTE_C__b4a19bf9_6efa_4dd3_b6e6_dbb1][bookmark: _STATUTE_NUMBER__1e4ed9d7_6ff0_4486_b0be]CHAPTER 164
[bookmark: _REV__56085d55_162b_4532_ade8_c20c2521e3][bookmark: _STATUTE_HEADNOTE__dee61381_c9d8_4a63_b2]CYBERSECURITY AND PROTECTION OF CRITICAL INFRASTRUCTURE
[bookmark: _REV__fa5dfcf4_414b_48e8_80ff_2334d76089][bookmark: _STATUTE_S__484209a6_82dc_4bd8_ac9f_da12][bookmark: _STATUTE_NUMBER__08628080_5779_403a_91c6][bookmark: _STATUTE_HEADNOTE__11e8830d_cdf5_47d8_96]§2021.  Definitions  
[bookmark: _STATUTE_P__10975b8c_0fd9_4876_a788_4844][bookmark: _REV__39e510bc_4161_45b0_b906_ce4dc71df0][bookmark: _STATUTE_CONTENT__879836b7_3a77_42c2_b1c]As used in this chapter, unless the context otherwise indicates, the following terms have the following meanings.
[bookmark: _STATUTE_NUMBER__0e727ff6_1d43_495a_96d8][bookmark: _STATUTE_SS__1de63db6_1dc8_4c45_9367_4f3][bookmark: _REV__3a371c7f_53db_472e_aff2_758f9dcbb2][bookmark: _STATUTE_HEADNOTE__2b8975c7_dd06_4a46_87][bookmark: _STATUTE_CONTENT__5bfa6fd1_d9dd_46c4_a63]1.  Chief Information Officer.  "Chief Information Officer" has the same meaning as in section 1972, subsection 2.
[bookmark: _STATUTE_NUMBER__ec07d262_91ef_42cd_aafe][bookmark: _STATUTE_SS__2ca1436d_2498_4f85_a33f_a10][bookmark: _REV__5da3b0ac_2c4c_4751_91e6_5c8aacc296][bookmark: _STATUTE_HEADNOTE__22cb9c1c_a40b_4733_89][bookmark: _STATUTE_CONTENT__75512750_a2d9_4411_ba6]2.  Foreign adversary.  "Foreign adversary" means a foreign government or foreign nongovernment person whom the United States Secretary of Commerce has determined, pursuant to 15 Code of Federal Regulations, Section 7.4 (2024), has engaged in a long-term pattern or serious instances of conduct significantly adverse to the national security of the United States or the security and safety of United States persons. 
[bookmark: _STATUTE_NUMBER__eb6a4332_cf8a_46cb_8651][bookmark: _STATUTE_SS__1b7dbd28_4d5a_4314_b5d7_fa6][bookmark: _REV__c9c14d96_fdd5_4787_9b0c_e6ac7fbc9e][bookmark: _STATUTE_HEADNOTE__2642abf6_b8a8_48f6_b8][bookmark: _STATUTE_CONTENT__8c72d2a0_1aad_454f_bba]3.  Foreign adversary business entity.  "Foreign adversary business entity" means any type of organization, entity or enterprise engaged in commerce, whether operated for profit, that is organized under the laws or rules of a foreign adversary, directly or indirectly owned or controlled by a foreign adversary or domiciled within the geographic borders of a foreign adversary.
[bookmark: _STATUTE_NUMBER__95a3a47e_fa59_4004_83f5][bookmark: _STATUTE_SS__5b146b10_4440_4331_adde_7bd][bookmark: _REV__9ea84e05_577f_4468_bef2_0330501c99][bookmark: _STATUTE_HEADNOTE__228666f2_867f_483d_a3][bookmark: _STATUTE_CONTENT__0f4f9b18_d117_4af4_aa0]4.  Local governmental entity.  "Local governmental entity" means any local government, political subdivision or school district and any other public or private agency, person, partnership, corporation or business entity acting on behalf of any local governmental entity.
[bookmark: _STATUTE_NUMBER__0d6ea764_21b1_410c_a962][bookmark: _STATUTE_SS__9477cb22_678c_491b_8022_175][bookmark: _REV__7d1276b7_6069_4f6c_8d1c_12bf8ad142][bookmark: _STATUTE_HEADNOTE__082768cc_5d60_4a0a_98][bookmark: _STATUTE_CONTENT__fbb040c8_b9fb_4aea_940]5.  State agency.  "State agency" means the State, or any department, agency, board, commission or other body of State Government, including publicly funded institutions of higher education.  
[bookmark: _REV__1e250e8b_db35_4821_99e7_561702836c][bookmark: _STATUTE_S__73edf89d_d163_4ac1_a532_8f4e][bookmark: _STATUTE_NUMBER__279c2f1e_c58c_4ff4_8a97][bookmark: _STATUTE_HEADNOTE__1da54ae8_f852_42c7_b6]§2022.  Chief Information Officer to establish lists  
[bookmark: _STATUTE_P__424fcaec_1111_48fc_94e5_3f08][bookmark: _REV__9e2bed36_0a5c_4c1a_bbda_d6e55a3b99][bookmark: _STATUTE_CONTENT__8c9d2e0c_1bd2_4edd_a52]The Chief Information Officer shall establish and maintain: 
[bookmark: _STATUTE_NUMBER__fee4e40d_837c_4dc0_bef7][bookmark: _STATUTE_SS__fd608b8e_d84c_481f_af92_762][bookmark: _REV__719c7eec_1ca0_4683_85a0_c847659e59][bookmark: _STATUTE_HEADNOTE__f2c12b87_6e8a_4394_99][bookmark: _STATUTE_CONTENT__9fbbd0dd_f020_4a23_b92]1.  List of prohibited companies.  A list of companies, including foreign adversary business entities, that pose a national security risk or a risk to the security and safety of persons of the United States.  The list must include, but is not limited to, all companies identified by statute, regulation or official guidance from the United States Department of Commerce, the Federal Communications Commission, the United States Department of Homeland Security or any other appropriate federal agency as posing a national security risk or a risk to the security and safety of persons of the United States; and
[bookmark: _STATUTE_NUMBER__67d6dffa_a8f0_4285_8a11][bookmark: _STATUTE_SS__d1e51843_66f2_416d_9236_efe][bookmark: _REV__79bb0d9b_e195_4cea_9f29_5bc98eb31e][bookmark: _STATUTE_HEADNOTE__278fe0bb_4296_4468_93][bookmark: _STATUTE_CONTENT__c1f289ea_7372_4503_a7e]2.  List of prohibited information and communications technology and services.  A list of information and communications technology and services that pose a national security risk or a risk to the security and safety of persons of the United States.  The list must include, but is not limited to, all information and communications technology and services identified by statute, regulation or official guidance from the United States Department of Commerce, the Federal Communications Commission, the United States Department of Homeland Security or any other appropriate federal agency as posing a national security risk or a risk to the security and safety of persons of the United States.
[bookmark: _STATUTE_P__6b8983ab_818c_491c_96cc_19f8][bookmark: _REV__f802d402_a27d_4c1b_ad9e_45c24f8de0][bookmark: _STATUTE_CONTENT__54a1779d_4e6b_432d_bd5]The lists must be published on the publicly accessible website of the Department of Administrative and Financial Services, Office of Information Technology and updated at least annually.
[bookmark: _REV__ed795d56_2e14_4f08_9d49_c8da32d6fa][bookmark: _STATUTE_S__4a0d88fb_08ca_47e5_b244_705b][bookmark: _STATUTE_NUMBER__67b19881_6cec_4d3b_825c][bookmark: _STATUTE_HEADNOTE__98b037ca_17e5_4d49_85]§2023.  Prohibited contract, use or purchase by state agency  
[bookmark: _STATUTE_P__65f27f10_2b5a_44a4_9df6_e95f][bookmark: _REV__6d40d025_8263_4b29_b2a4_407975ba42][bookmark: _STATUTE_CONTENT__1b50b7d1_2234_44fa_bb3]Except as provided in sections 2027 and 2028, a state agency may not contract with a company included on the list of prohibited companies established and maintained by the Chief Information Officer pursuant to section 2022, subsection 1 or use, obtain or purchase any information or communications technology or services included on the list of prohibited information and communications technology and services established and maintained by the Chief Information Officer pursuant to section 2022, subsection 2.  
[bookmark: _REV__8b5d4550_7fbb_48df_a0db_1cbda14603][bookmark: _STATUTE_S__4c3d38ac_a894_45ce_a831_7dd5][bookmark: _STATUTE_NUMBER__1301e46d_8185_41bd_b9d8][bookmark: _STATUTE_HEADNOTE__e716bc6b_1042_4ac6_81]§2024.  Prohibited contract, use or purchase by local governmental entity  
[bookmark: _STATUTE_P__082cfc6e_36b0_416d_aeaa_b1fe][bookmark: _REV__23001e14_e64d_4d0d_bfb4_fb158232ba][bookmark: _STATUTE_CONTENT__6ce84385_2292_43aa_b1d]Except as provided in section 2027, a local governmental entity may not use state funds in a contract with a company included on the list of prohibited companies established and maintained by the Chief Information Officer pursuant to section 2022, subsection 1 or use, obtain or purchase any information or communications technology or services included on the list of prohibited information and communications technology and services established and maintained by the Chief Information Officer pursuant to section 2022, subsection 2.  
[bookmark: _REV__ee035122_666b_4920_9b1c_922ff3bc3a][bookmark: _STATUTE_S__734d917c_7c2c_4e0d_97e3_ad38][bookmark: _STATUTE_NUMBER__484ee65e_77ff_40b2_ad98][bookmark: _STATUTE_HEADNOTE__7a0141b3_ee70_46c5_85]§2025.  Indirect transfer of state funds  
[bookmark: _STATUTE_P__59189006_82b4_4b8f_9336_8e06][bookmark: _REV__7b171ce4_a4e8_4e86_806d_eab7a72cdd][bookmark: _STATUTE_CONTENT__a70b7356_8843_4711_b10]A local governmental entity, when purchasing information or communications technology or services or entering into a contract for goods or services, shall take all reasonable steps to ensure state funds are not indirectly transferred to a company on the list of prohibited companies maintained by the Chief Information Officer pursuant to section 2022, subsection 1.
[bookmark: _REV__81f17052_8b4f_4a4c_9138_608eb1e7a5][bookmark: _STATUTE_S__00da9573_b4bf_4265_8fe0_da79][bookmark: _STATUTE_NUMBER__a6f11518_0ca1_420a_85e5][bookmark: _STATUTE_HEADNOTE__5911795f_e7b1_41de_9d]§2026.  Prohibited contract, use or purchase by judicial branch and legislative branch  
[bookmark: _STATUTE_P__7546e935_2b53_4afc_bff5_5cb4][bookmark: _REV__52e65890_faf0_4342_b720_e5ad36cf63][bookmark: _STATUTE_CONTENT__6b796e56_8ab8_4407_898]Except as provided in sections 2027, 2029 and 2030, an office of the legislative branch or judicial branch may not contract with a company included on the list of prohibited companies established and maintained by the Chief Information Officer pursuant to section 2022, subsection 1 or use, obtain or purchase any information or communications technology or services included on the list of prohibited information and communications technology and services established and maintained by the Chief Information Officer pursuant to section 2022, subsection 2.  
[bookmark: _REV__57cd6441_6db4_43d8_8e0e_c040f9c448][bookmark: _STATUTE_S__f6407dd0_f425_44f3_8d95_72a1][bookmark: _STATUTE_NUMBER__16a66a25_9e05_49f0_8ad7][bookmark: _STATUTE_HEADNOTE__229cff5e_fbf0_4b34_82]§2027.  Exemption; law enforcement  
[bookmark: _STATUTE_P__858ca045_d00d_461c_aa9b_4bd2][bookmark: _REV__23531da7_d377_45d3_b0ea_b3d3596a47][bookmark: _STATUTE_CONTENT__7c78ffbc_30f9_45da_bf9]The prohibitions in sections 2023 and 2024 do not apply to law enforcement entities, such as the State Police, a county sheriff's office and local law enforcement departments, to the extent the prohibitions restrict a law enforcement entity's ability to protect the public or investigate criminal activity.
[bookmark: _REV__a042fc41_4061_404b_bd4e_ba82ca9c57][bookmark: _STATUTE_S__3a68ba12_2e25_4a59_a440_38a5][bookmark: _STATUTE_NUMBER__aa8f8a54_1f82_486c_b555][bookmark: _STATUTE_HEADNOTE__096ad20e_9a98_4dd7_b3]§2028.  Waiver of prohibitions; executive branch  
[bookmark: _STATUTE_P__23f76ae8_2d1d_43e6_9385_fd2a][bookmark: _REV__47933a31_0931_47f7_b871_b1b427be55][bookmark: _STATUTE_CONTENT__98af78cf_3960_41ba_835]Upon written request from a state agency, the Chief Information Officer may waive the prohibitions imposed in sections 2023 and 2024 as long as the waiver does not pose a national security risk or a risk to the security and safety of persons of the United States.
[bookmark: _REV__8279a189_6948_401c_a7f5_cde1696df6][bookmark: _STATUTE_S__b73c690a_786e_48a6_91ed_0220][bookmark: _STATUTE_NUMBER__207c5884_0673_490e_b37f][bookmark: _STATUTE_HEADNOTE__a79928f0_27dc_45d4_a8]§2029.  Waiver of prohibitions; legislative branch  
[bookmark: _STATUTE_P__81b19816_7c8e_45e8_81be_74d4][bookmark: _REV__b288209e_993c_4785_bf54_028a717f42][bookmark: _STATUTE_CONTENT__0656776e_baf1_42ea_a56]The Legislative Council, established in Title 3, section 161, or its designee, may waive the prohibitions imposed in sections 2023 and 2024 as long as the waiver does not pose a national security risk or a risk to the security and safety of persons of the United States. 
[bookmark: _REV__e46aa78d_d333_4f47_8582_3d8a031e98][bookmark: _STATUTE_S__1537357f_9107_48d5_ba1c_da2d][bookmark: _STATUTE_NUMBER__f84f73eb_4043_48b7_91f0][bookmark: _STATUTE_HEADNOTE__3531988c_652b_409d_b2]§2030.  Waiver of prohibitions; judicial branch  
[bookmark: _STATUTE_P__a7a13c12_1be3_42eb_9bcf_facc][bookmark: _REV__0148640c_e1ee_40d7_96f3_2a125493ba][bookmark: _STATUTE_CONTENT__e5d90ac1_ec80_46bc_96a]The State Court Administrator under Title 4, section 15, or the State Court Administrator's designee, may waive the prohibitions imposed in sections 2023 and 2024 as long as the waiver does not pose a national security risk or a risk to the security and safety of persons of the United States. 
[bookmark: _REV__fb8d4ebb_443e_444a_a71e_c7da985f6b][bookmark: _STATUTE_S__b0da2fe7_42af_4555_8d31_d2b1][bookmark: _STATUTE_NUMBER__8685ac9f_6a81_49a4_a441][bookmark: _STATUTE_HEADNOTE__812d7aaf_f896_4b7d_bf]§2030-A.  Certification required; civil violation  
[bookmark: _STATUTE_P__ae67e14c_4944_4901_ae65_354a][bookmark: _REV__7ecd521b_a8f3_476d_b538_09c4cdc7c5][bookmark: _STATUTE_CONTENT__d0f61221_5a31_43bd_ab7]A person that submits a bid or proposal for a contract with the State for goods or services shall certify that the person is not a foreign adversary business entity.   A person that submits a false certification under this section commits a civil violation for which a fine may be adjudged in an amount that is twice the amount of the contract for which the bid or proposal was submitted or $250,000, whichever is greater.
[bookmark: _REV__3bddc292_da4b_4e6f_ae42_5c28d7bcc7][bookmark: _STATUTE_S__842ef974_48bc_47f7_b9a3_cc8e][bookmark: _STATUTE_NUMBER__bd3f42a8_9cc1_43ea_955b][bookmark: _STATUTE_HEADNOTE__6b6f3e3c_23c8_4efa_ba]§2030-B.  Contracts void  
[bookmark: _STATUTE_P__f0a0e92f_6f76_448d_af79_7dae][bookmark: _REV__7dfde32e_675c_4e13_bda4_e499b476fe][bookmark: _STATUTE_CONTENT__d7572042_37cf_4198_a78]The following contracts entered into by a state agency on or after the effective date of this chapter are void:
[bookmark: _STATUTE_NUMBER__1892c175_dcf3_40b0_83f9][bookmark: _STATUTE_SS__0ef8feea_fce9_4b1f_8d6c_2db][bookmark: _REV__844c67b5_c53b_479b_838a_8b8d2ea169][bookmark: _STATUTE_HEADNOTE__9f8f17a3_f6cf_4905_8f][bookmark: _STATUTE_CONTENT__3302956c_7647_4b42_839]1.  Foreign adversary business entity.  A contract with a foreign adversary business entity; 
[bookmark: _STATUTE_NUMBER__c2896f67_16b1_4e09_ad45][bookmark: _STATUTE_SS__abfb378f_0ab0_4080_a35d_15e][bookmark: _REV__da5cf51d_0193_4a80_9239_b3d717df8a][bookmark: _STATUTE_HEADNOTE__412edc7b_7e71_45d6_8f][bookmark: _STATUTE_CONTENT__3aaa6722_8391_4e9a_b56]2.  Prohibited company.  A contract with a company included on the list of prohibited companies established and maintained by the Chief Information Officer pursuant to section 2022, subsection 1 that was not granted a waiver under section 2028; and
[bookmark: _STATUTE_NUMBER__5d5df881_6965_437b_aa0d][bookmark: _STATUTE_SS__7419653a_d068_432a_95d7_093][bookmark: _REV__46388d2e_8bd1_43f7_9caf_5876baf54b][bookmark: _STATUTE_HEADNOTE__8d0e4bd8_2763_429e_a4][bookmark: _STATUTE_CONTENT__e5093d68_0f03_43f8_ab7]3.  Prohibited information or communications technology or services.  A contract to purchase information or communications technology or services included on the list of prohibited information or communications technology or services established and maintained by the Chief Information Officer pursuant to section 2022, subsection 2 that was not granted a waiver under section 2028.
[bookmark: _REV__d32a81b5_552f_4691_aa4b_96a0b7477a][bookmark: _STATUTE_S__7c95ffe4_b645_4a4b_bc1a_a2ec][bookmark: _STATUTE_NUMBER__01562831_8eff_4c4e_9c9f][bookmark: _STATUTE_HEADNOTE__133ce7aa_4075_4778_af]§2030-C.  Rules  
[bookmark: _REV__04b069b1_6f8b_4fa8_9a1a_5d5b55ff1f][bookmark: _STATUTE_CONTENT__6ea64e25_d878_40d4_adb][bookmark: _STATUTE_P__bcd251f6_ae1f_405a_92fc_8ae5]The department may adopt rules to implement this chapter.  Rules adopted pursuant to this section are routine technical rules as defined in chapter 375, subchapter 2-A.
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