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[bookmark: _STATUTE_NUMBER__5ef052b0_9ad1_4a58_84ed][bookmark: _STATUTE_SS__bb62dae8_41c8_4c1f_ad94_2a1][bookmark: _PAR__15_23147353_3d9c_4d1a_b710_c2402e8][bookmark: _LINE__31_443ea01a_123b_4672_81e2_675c15][bookmark: _STATUTE_HEADNOTE__b93e4360_4045_4255_8d][bookmark: _STATUTE_CONTENT__8f405caa_5c22_49e8_8fa][bookmark: _LINE__32_8cd8a9ac_07bd_48c0_92b1_03a5ba][bookmark: _LINE__33_7ef22cf7_974a_464c_8224_213043][bookmark: _LINE__34_e4b8b7cf_70a4_43e8_bdc2_a045a4]1.  Development of policy.  Except as provided by subsection 3, a private entity in possession of biometric identifiers shall develop and make available to the public a written policy that establishes a retention schedule and guidelines for permanently destroying a biometric identifier of an individual on the earliest of:
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[bookmark: _STATUTE_NUMBER__d4fdee07_72ac_4a55_b174][bookmark: _STATUTE_SS__3c3c97da_5255_473c_902a_292][bookmark: _PAR__2_136e2097_0157_431e_8730_81e60145][bookmark: _LINE__3_13d47dcc_01f5_48dd_a782_f983527][bookmark: _STATUTE_HEADNOTE__2f88b336_8451_49fd_ae][bookmark: _STATUTE_CONTENT__f6c86e2a_2765_4927_bba][bookmark: _LINE__4_1dbfac71_c69d_4526_ba8a_738ac29][bookmark: _LINE__5_9149c5ad_3425_4857_9ae7_3bc6157][bookmark: _LINE__6_2327a382_5cf2_43f6_abc5_42055f2][bookmark: _LINE__7_adb7f4a3_cc51_446f_a551_58dbcc4]2.  Adherence to policy.  A private entity shall comply with the policy developed by the private entity under subsection 1, except for an action taken in response to a state or federal law or compulsory request or demand issued in an investigation conducted pursuant to state or federal law or taken to comply with a valid warrant, subpoena or other order issued by a court of competent jurisdiction. 
[bookmark: _STATUTE_NUMBER__304506b8_e619_462d_8140][bookmark: _STATUTE_SS__fd4f9b92_99af_4800_82bd_f01][bookmark: _PAR__3_b48c799c_7a3c_4e98_b974_8bc9d9b3][bookmark: _LINE__8_657dbb89_b4c8_4101_8e00_1f722ab][bookmark: _STATUTE_HEADNOTE__dd136753_03ca_41c0_b2][bookmark: _STATUTE_CONTENT__a8bcc7b4_5822_4006_b1a][bookmark: _LINE__9_8626698b_64b6_46e7_ac41_aece00a]3.  Exception.  A private entity is not required to make available to the public a written policy that:
[bookmark: _STATUTE_NUMBER__67eb2203_94cc_4e5e_97a8][bookmark: _STATUTE_P__3f4ed1d1_1516_4424_9003_a593][bookmark: _PAR__4_2b2989a7_0d03_4109_abf2_fb2ce57c][bookmark: _LINE__10_00ec5946_14ce_47c3_955e_d8ef56][bookmark: _STATUTE_CONTENT__f67b80f4_f482_41d1_9c4]A.  Applies only to the employees of the private entity; and
[bookmark: _STATUTE_NUMBER__f7c0d074_371c_409c_8a4c][bookmark: _STATUTE_P__91a032a9_4a7e_416b_8d28_3de8][bookmark: _PAR__5_3ed56288_7711_4e80_bd40_ef593bce][bookmark: _LINE__11_1d0b95f0_0871_4553_bd70_3181e6][bookmark: _STATUTE_CONTENT__f9b8d0cb_4171_47dc_810]B.  Is used solely within the private entity for the operation of the private entity.
[bookmark: _STATUTE_S__f09b20f5_ced4_4f51_947c_5c23][bookmark: _PAR__6_e258638c_8be0_4ca3_8b00_b1309258][bookmark: _LINE__12_f64d1be1_7dbc_435a_81fb_2994b7][bookmark: _STATUTE_NUMBER__7dbb6eb1_3654_4a80_a8e5][bookmark: _STATUTE_HEADNOTE__0a8ec766_9b70_4047_b4]§9604.  Affirmative written consent
[bookmark: _STATUTE_NUMBER__1d7799a2_f33b_4d2a_8562][bookmark: _STATUTE_SS__c771104f_b5ef_4dfe_97e8_5cd][bookmark: _PAR__7_1781af79_1b7c_461d_b381_1dc793bc][bookmark: _LINE__13_1f05d47d_6aca_4847_87c4_2c2170][bookmark: _STATUTE_HEADNOTE__7f686b8f_ce26_468f_b1][bookmark: _STATUTE_CONTENT__63e9c068_62ad_42f3_a97][bookmark: _LINE__14_49ac4e3b_caca_4b64_9d98_be0a7c][bookmark: _LINE__15_ea515a98_ae4c_4544_b2f0_65771e]1. Release or user agreement.  For purposes of this chapter, the execution of a general release form or affirmation of a user agreement does not constitute affirmative written consent.  
[bookmark: _STATUTE_NUMBER__996621a9_1cbe_4278_bd70][bookmark: _STATUTE_SS__de756386_39e2_472e_be95_84a][bookmark: _PAR__8_2372192c_b0d8_4bae_9f76_3bba23ec][bookmark: _LINE__16_c35587dc_dab4_4f0e_8bd3_04227a][bookmark: _STATUTE_HEADNOTE__e2496de7_ec87_47e6_95][bookmark: _STATUTE_CONTENT__00c0fe62_9043_405c_a05][bookmark: _LINE__17_4339ebcd_ffcb_4aec_804b_350eb3][bookmark: _LINE__18_e46bf913_6aaa_4bb6_a27e_075fbb][bookmark: _LINE__19_d797f56c_ef5a_4896_9348_02d389][bookmark: _LINE__20_66a7b4c5_83ea_4ab1_bfdd_08d7b3][bookmark: _LINE__21_9231ce7e_dc1d_4a19_be93_43c933]2. Uses of affirmative written consent.  A private entity may only use the affirmative written consent regarding a biometric identifier of an employee of the private entity to permit access to a secure physical location or secure computer hardware or software and to record the beginning and end of the employee's work day and meal or rest breaks.  The private entity may not retain a biometric identifier related to access for the purpose of employee tracking. 
[bookmark: _STATUTE_NUMBER__01f0f127_d4f2_4a3b_a798][bookmark: _STATUTE_SS__c811019a_d33e_464a_806a_fe0][bookmark: _PAR__9_141496d7_336d_4de0_9f8d_12d0bdce][bookmark: _LINE__22_5ec72381_10af_46c7_b75b_9c5c11][bookmark: _STATUTE_HEADNOTE__995188de_f688_4ab8_8d][bookmark: _STATUTE_CONTENT__c4c0b1ec_0e9d_43e2_90d][bookmark: _LINE__23_f7761db4_67f7_4c75_b509_4f69ed][bookmark: _LINE__24_44fd54f7_df24_4865_9e96_ec1d3b][bookmark: _LINE__25_68054a0c_ddb0_4bdb_a5a0_0da628]3. Electronic affirmative consent.  Affirmative written consent may be given by electronic means.  A user interface may not influence an individual toward giving affirmative written consent, and any default settings in a user interface must be designed to have as a default setting the option not to give affirmative written consent.
[bookmark: _STATUTE_S__88884c6a_1732_4900_bc3a_6bb2][bookmark: _PAR__10_7c1bea42_a153_486d_a245_6bc7122][bookmark: _LINE__26_4e78b82d_d583_4153_9d59_f52e81][bookmark: _STATUTE_NUMBER__b222bafb_6488_40c9_8e6e][bookmark: _STATUTE_HEADNOTE__04c0edd2_c424_40cb_bc]§9605.  Storage, transmission and protection
[bookmark: _STATUTE_NUMBER__dc164f1b_f4a7_4f1d_83bd][bookmark: _STATUTE_SS__2a1953ac_4d74_4b48_9b9f_490][bookmark: _PAR__11_274b7483_c305_4eed_9676_2d011ec][bookmark: _LINE__27_a5639d9e_0e0d_4a1d_80bd_32c298][bookmark: _STATUTE_HEADNOTE__0f36edc2_d992_4599_80][bookmark: _STATUTE_CONTENT__c6c17457_4781_48c6_a52][bookmark: _LINE__28_6e012712_213a_4f3b_9f49_5e3c8a][bookmark: _LINE__29_9b7ed0d6_8c9c_46ce_b5cd_e89592]1.  Standards.  A private entity or processor that collects or possesses a biometric identifier shall store, transmit and protect from disclosure that biometric identifier in a manner that is:
[bookmark: _STATUTE_NUMBER__a0b26396_06e0_45a5_9ced][bookmark: _STATUTE_P__c85703cd_8998_473a_9245_2784][bookmark: _PAR__12_8685a527_7905_48b4_bb2c_24cb73b][bookmark: _LINE__30_b33db83b_cb5e_45ff_8821_f4aea0][bookmark: _STATUTE_CONTENT__bea5cb46_6225_40bf_909][bookmark: _LINE__31_a4c12a9f_9369_4946_930f_3fe7bd]A.  Consistent with the reasonable standard of care used in the private entity's or processor's industry; and
[bookmark: _STATUTE_NUMBER__7215917e_6ac6_4274_9d07][bookmark: _STATUTE_P__f016c081_19ed_4dbf_8766_2652][bookmark: _PAR__13_bafb67cb_6ede_425c_acd3_076211e][bookmark: _LINE__32_34482271_9e77_4d02_8f2d_27974f][bookmark: _STATUTE_CONTENT__cf67899b_3bd4_4bc3_89c][bookmark: _LINE__33_8d1655c0_5561_4c77_8056_ff1d39][bookmark: _LINE__34_8e032ce8_9b25_41b2_b67b_04f08a]B.  As protective or more protective than the manner in which the private entity or processor stores, transmits and protects from disclosure other confidential and sensitive information.
[bookmark: _STATUTE_NUMBER__3d060c45_a831_4a1a_b27d][bookmark: _STATUTE_SS__224f0528_1fbd_479a_8e71_e2f][bookmark: _PAR__14_4d7b74c3_cca2_4ed6_943e_1ab98bd][bookmark: _LINE__35_e91b3c1e_0852_4c07_8ee0_1c0c4d][bookmark: _STATUTE_HEADNOTE__b61c621a_568a_4930_bd][bookmark: _STATUTE_CONTENT__531de775_d0d8_4492_a84][bookmark: _LINE__36_8f0b03b3_d844_4317_8d46_69bd6b][bookmark: _LINE__37_003a9025_0703_4c4c_8563_55957b]2.  Confidential and sensitive information.  For purposes of this section, "confidential and sensitive information" means personal information that can be used to identify an individual or an individual's account or property, including:
[bookmark: _STATUTE_NUMBER__9a870086_ca3b_4e4d_9465][bookmark: _STATUTE_P__14d5fec8_4d5c_4987_9e6a_3009][bookmark: _PAR__15_f25f1b38_01f6_479a_b8e0_c2e2736][bookmark: _LINE__38_8fff396e_4b1e_4d0f_9ade_7f1a95][bookmark: _STATUTE_CONTENT__420bb900_a775_4050_a2b]A.  Genetic testing information;
[bookmark: _STATUTE_NUMBER__5dfbd6f6_e954_4c64_b24c][bookmark: _STATUTE_P__c4bb4bcd_4f00_419c_a1c3_d71a][bookmark: _PAR__16_38bbab23_3f2d_4278_8728_af97f96][bookmark: _LINE__39_3497b0ce_c6f9_42f1_88c2_1f24cd][bookmark: _STATUTE_CONTENT__d9f2d657_6b10_4365_844]B.  A unique or personal identification number;
[bookmark: _STATUTE_NUMBER__b85ecd76_9a75_4462_901d][bookmark: _STATUTE_P__a1ad1a2c_6d2b_4986_b708_587b][bookmark: _PAR__17_2a33f9d2_e2ba_4533_927c_46d65ea][bookmark: _LINE__40_342f69a7_986e_42cc_91dc_89dfd1][bookmark: _STATUTE_CONTENT__86c74a01_30e1_4f31_bc6]C.  An account number;
[bookmark: _STATUTE_NUMBER__77a5d3db_2a47_4ae1_987c][bookmark: _STATUTE_P__807a4f31_84cf_4e67_901a_7aba][bookmark: _PAR__18_5b043e7e_2c74_4da0_ac2f_1bd33f8][bookmark: _LINE__41_822f7a15_2555_48f3_9f50_be0763][bookmark: _STATUTE_CONTENT__228663e3_7c70_4bf8_ad8]D.  A passcode; 
[bookmark: _STATUTE_NUMBER__48b57518_1cd5_4584_96a0][bookmark: _STATUTE_P__5ffe50b4_5d2a_46da_87bc_3770][bookmark: _PAGE__4_8158be0e_f754_4b3b_aa21_290412a][bookmark: _PAR__1_cc1b1fe2_4452_4227_bd5c_d5116b50][bookmark: _LINE__1_f07c5e02_dbcc_44af_a3f7_b4578e2][bookmark: _STATUTE_CONTENT__11db6a65_bdec_4105_b31]E.  A driver's license number; and
[bookmark: _STATUTE_NUMBER__52a77035_73ba_4801_a020][bookmark: _STATUTE_P__e9337842_6846_4e74_85a2_d8fe][bookmark: _PAR__2_438b0bce_bf89_4dc0_8049_33e92d48][bookmark: _LINE__2_f8d86bcb_7f78_49eb_a8db_99a6c80][bookmark: _STATUTE_CONTENT__89cea68b_05e7_48f4_b5e]F.  A social security number.
[bookmark: _STATUTE_S__10497403_2317_47a4_8713_1f6d][bookmark: _PAR__3_87cc6ae2_bf28_46b0_bee2_8bfea88a][bookmark: _LINE__3_a373840f_9945_4b57_8497_0ff2534][bookmark: _STATUTE_NUMBER__1a02e3f7_7ae9_47fe_a984][bookmark: _STATUTE_HEADNOTE__5a79a884_a0c4_46e5_bd]§9606.  Required disclosure
[bookmark: _STATUTE_NUMBER__9403f8bc_bbc2_44dd_bada][bookmark: _STATUTE_SS__368fb1cd_3bbe_4b58_bfad_ece][bookmark: _PAR__4_6787199a_5411_46c1_9e53_e3516a0c][bookmark: _LINE__4_637bf5e8_4dbe_4cc4_80ab_329215f][bookmark: _STATUTE_HEADNOTE__7e60cbdf_2adc_4f69_82][bookmark: _STATUTE_CONTENT__b7fbc61a_9cfc_4f6d_915][bookmark: _LINE__5_363dc908_15ed_4b5e_ac0f_b5fa42c][bookmark: _LINE__6_392b08e3_8b47_46f2_aa4a_385b7ee][bookmark: _LINE__7_6caf0c7c_bdf7_4382_9e0b_eb5ba46]1.  Disclosure required.  On the request of an individual, a private entity that collects or possesses a biometric identifier shall disclose to that individual, free of charge, any biometric identifier associated with that individual and the information required by subsection 2. 
[bookmark: _STATUTE_NUMBER__22c428ae_38b3_4879_877a][bookmark: _STATUTE_SS__066bf2e3_3ec1_4b86_aeca_5b4][bookmark: _PAR__5_9840e14a_f833_4bf0_8545_48fcdf21][bookmark: _LINE__8_02fba85a_ef0a_4d5b_8fd5_846fed9][bookmark: _STATUTE_HEADNOTE__70388e83_748c_4691_b6][bookmark: _STATUTE_CONTENT__bcc131fc_e2c4_44ea_90d][bookmark: _LINE__9_423b925e_be08_42e3_a02e_7f51211][bookmark: _LINE__10_c15931a3_e807_4ebe_88a7_3a5461][bookmark: _LINE__11_f4ff0938_c1ba_4fb5_8f9c_fc5fc1]2.  Required information.  The information disclosed as required by subsection 1 must include all the relevant information for the period beginning 12 months before the biometric identifier was collected by or entered into the possession of the private entity and ending on the date of disclosure under this section, including:
[bookmark: _STATUTE_NUMBER__a37e4628_aadb_481c_a7c0][bookmark: _STATUTE_P__9570cf6d_5dff_4c86_8fbe_7eaa][bookmark: _PAR__6_5093df5a_d337_4c4c_ad34_171960c7][bookmark: _LINE__12_14ad68f8_d2a0_4c62_a9b7_13b2d4][bookmark: _STATUTE_CONTENT__b28f6028_4d1a_4c9c_8b3]A.  The type of biometric identifier;
[bookmark: _STATUTE_NUMBER__5eb6e00d_b13c_448e_9402][bookmark: _STATUTE_P__1e2762aa_1690_4cab_bc68_0f7f][bookmark: _PAR__7_d4ea0c6f_b379_41dc_a969_8150c86e][bookmark: _LINE__13_12748a56_b2e8_453c_ad43_75bad7][bookmark: _STATUTE_CONTENT__9a0c0f64_3099_4edd_a42]B.  All personal information related to the biometric identifier;
[bookmark: _STATUTE_NUMBER__3e7efaf7_cfd0_4f78_b162][bookmark: _STATUTE_P__057daef4_2e02_4a16_b25a_50d3][bookmark: _PAR__8_22ae9c93_463d_45c6_b445_6e90d5f0][bookmark: _LINE__14_9dc9456c_9b4b_43f7_ad7b_0099e3][bookmark: _STATUTE_CONTENT__95b2df49_9457_49fb_a34][bookmark: _LINE__15_29adf2e2_1d71_41ba_a758_cb4971]C.  The types of sources from which the private entity obtained the biometric identifier and personal information linked to the biometric identifier;
[bookmark: _STATUTE_NUMBER__2711c550_ad7e_4c48_90f6][bookmark: _STATUTE_P__e87a89b9_4442_4304_9cc7_0c07][bookmark: _PAR__9_8eac7b14_1305_49f2_982e_0c80dcf4][bookmark: _LINE__16_00717344_9a4c_4fd3_8fed_3084c0][bookmark: _STATUTE_CONTENT__eb74d847_3fa3_40b3_ac6][bookmark: _LINE__17_083c8a6d_2c19_4f8b_97b7_50e615]D.  The use of the biometric identifier and personal information linked to the biometric identifier;
[bookmark: _STATUTE_NUMBER__08fb12ca_1c8b_45b1_adcb][bookmark: _STATUTE_P__a45df6a5_dfc9_4eaa_a2c6_ccba][bookmark: _PAR__10_ac21e197_6322_488d_b68b_628cf87][bookmark: _LINE__18_3831f656_899d_4aca_b113_1ed5ed][bookmark: _STATUTE_CONTENT__45b93cc6_640a_422e_8a9][bookmark: _LINE__19_40a414c7_d6e3_45dc_9ccf_91fdcb]E.  The type of 3rd party with which the private entity has shared the biometric identifier; and
[bookmark: _STATUTE_NUMBER__4e253d29_8bee_4ae5_a89d][bookmark: _STATUTE_P__8fc653e6_7bd8_498d_bf43_f480][bookmark: _PAR__11_1aba4043_22b3_4969_8db8_37ba32c][bookmark: _LINE__20_ebf933ac_1ccf_4935_8903_94b1ea][bookmark: _STATUTE_CONTENT__fcdcdb5f_f695_4a48_98f][bookmark: _LINE__21_28e530b9_c781_4c24_bef7_e7d6d4]F.  The type of personal information linked to the biometric identifier that the private entity has disclosed to a 3rd party.
[bookmark: _STATUTE_S__feec2638_f612_4a6f_81ee_71ef][bookmark: _PAR__12_0e994621_1452_430d_a91f_f618a3e][bookmark: _LINE__22_00c1a061_a104_47f4_b8fa_8eeea2][bookmark: _STATUTE_NUMBER__a5d3a98a_811c_4666_bbb6][bookmark: _STATUTE_HEADNOTE__565a17f4_5582_4247_95]§9607.  Prohibitions
[bookmark: _STATUTE_NUMBER__3487d8b2_5b8a_4c98_9d3c][bookmark: _STATUTE_SS__223101e5_6cd9_4545_b68f_8c2][bookmark: _PAR__13_365a04dc_09d1_4282_9c3d_bc03144][bookmark: _LINE__23_c8b5bd0c_af29_4141_8789_0c8336][bookmark: _STATUTE_HEADNOTE__89a7a7f8_c0b6_423f_a8][bookmark: _STATUTE_CONTENT__130df54f_64bf_4051_9c7][bookmark: _LINE__24_d1f49048_3a6c_47f6_98d0_aa691d][bookmark: _LINE__25_e3be3105_9f6b_4cca_9f92_fdb3f0]1.  Collection, storage or dissemination without consent.  A private entity may not collect, store, purchase, receive through trade or otherwise obtain, use, disclose, transfer or otherwise disseminate an individual's biometric identifier unless the private entity first:
[bookmark: _STATUTE_NUMBER__e97c3bae_acba_4e2c_a702][bookmark: _STATUTE_P__696dc395_c878_4c29_986c_0841][bookmark: _PAR__14_65a0e3a9_33c0_4bba_8f40_d1f6648][bookmark: _LINE__26_7f8432f8_dff0_40ba_977a_608405][bookmark: _STATUTE_CONTENT__1dcab95d_9533_4eef_96e][bookmark: _LINE__27_a97a0ae3_3aaf_4c3a_aa38_5ece37][bookmark: _LINE__28_f874888a_03d6_4dcd_ba63_d7912a]A.  Informs the individual in writing that a biometric identifier is being collected, stored, purchased, received through trade or otherwise obtained, used, disclosed, transferred or otherwise disseminated;
[bookmark: _STATUTE_NUMBER__d4d5c7b8_d626_41f2_b0df][bookmark: _STATUTE_P__f0c4abc1_1739_4733_960c_fb62][bookmark: _PAR__15_1c09d39a_a3a8_4fd8_84da_ca52ca9][bookmark: _LINE__29_8aabe52b_9292_417c_89ef_cbf01b][bookmark: _STATUTE_CONTENT__6b642b68_ef2e_4d95_916][bookmark: _LINE__30_cc939796_0657_4f13_9d38_fcaf44][bookmark: _LINE__31_44ed1438_8c8b_4bf9_8dc3_238a90]B.  Informs the individual in writing of the specific purpose and length of time for which a biometric identifier is being collected, stored, purchased, received through trade or otherwise obtained, used, disclosed, transferred or otherwise disseminated; and 
[bookmark: _STATUTE_NUMBER__e1e1dcc4_7398_483a_ac65][bookmark: _STATUTE_P__7da9716d_5fc0_4558_920d_c63d][bookmark: _PAR__16_56dc071d_57eb_4af7_8b81_3968027][bookmark: _LINE__32_431cd2c2_ef7f_44f4_ab00_d21fc4][bookmark: _STATUTE_CONTENT__4187f6bf_26bf_41a5_8d3]C.  Receives affirmative written consent from the individual.
[bookmark: _STATUTE_P__78bb7595_bfd9_424e_ab91_e564][bookmark: _STATUTE_CONTENT__4e2a4f7f_af08_4388_b9a][bookmark: _PAR__17_e3aefe08_8dcf_4788_aaac_026c400][bookmark: _LINE__33_f39f65a9_c54a_4c09_88d9_176b05][bookmark: _LINE__34_6b713fff_9863_49b0_bc00_7a6f9c][bookmark: _LINE__35_7f5a5eb1_912d_414a_af17_a297c7][bookmark: _LINE__36_bc44d5d5_8fdd_4279_931f_92a2b1]This subsection does not apply to a disclosure of a biometric identifier if the disclosure completes a financial transaction requested or authorized by the individual, is required by state or federal law or is required pursuant to a valid warrant or subpoena issued by a court of competent jurisdiction.
[bookmark: _STATUTE_NUMBER__19e68882_7319_4406_b420][bookmark: _STATUTE_SS__e9b97cf8_2e87_45e0_89e0_520][bookmark: _PAR__18_312414d6_8c8d_40ec_abd7_5e1d762][bookmark: _LINE__37_6664cbf7_ee93_4037_b973_29c4d9][bookmark: _STATUTE_HEADNOTE__f3a88639_ba4e_44a9_ac][bookmark: _STATUTE_CONTENT__1e429075_d958_4f14_917][bookmark: _LINE__38_c1766684_2416_485e_9093_3158b5]2.  Sale, lease or trade prohibited.  A private entity that collects a biometric identifier may not:
[bookmark: _STATUTE_NUMBER__85e9b488_7d0a_40e4_bdb6][bookmark: _STATUTE_P__b35a18dc_0ccf_486f_a951_0ac4][bookmark: _PAR__19_dd847b5f_f98c_413e_9383_ae24022][bookmark: _LINE__39_a6f79d82_91e3_46cf_82ba_f06d7a][bookmark: _STATUTE_CONTENT__41c3097e_c773_47a3_95c]A.  Sell, lease or trade that biometric identifier; or
[bookmark: _STATUTE_NUMBER__7b1389bf_ef24_41c0_9096][bookmark: _STATUTE_P__651be3e3_3a4f_460d_a83e_7e52][bookmark: _PAGE__5_9a938a78_bf8a_43b6_bff0_b7898a7][bookmark: _PAR__1_2bb13103_1285_47ae_88ac_ea42779b][bookmark: _LINE__1_45f33ce5_cd81_4340_bed0_5802795][bookmark: _STATUTE_CONTENT__859d023f_41ba_42c4_9bc][bookmark: _LINE__2_a50b01f5_1f15_410c_9dda_1c26ece]B.  Permit an entity to which the private entity transfers, shares or provides a biometric identifier to sell, lease or trade that biometric identifier.
[bookmark: _STATUTE_NUMBER__4ce21002_3532_4521_b246][bookmark: _STATUTE_SS__2428de91_ad9c_4f1c_bdae_15a][bookmark: _PAR__2_7b1dfad3_1d16_4556_8ba1_5df3787a][bookmark: _LINE__3_e5da3d69_3991_4d36_9745_1416379][bookmark: _STATUTE_HEADNOTE__56718f48_e59d_4aa7_b6][bookmark: _STATUTE_CONTENT__7785ff30_2ad6_44d1_8eb]3.  Discrimination.  A private entity may not:
[bookmark: _STATUTE_NUMBER__dbc1693d_cad7_4eab_909c][bookmark: _STATUTE_P__8e6cd87a_c320_4982_85b1_c5c9][bookmark: _PAR__3_a151ab26_3dce_4198_8a6e_76d59294][bookmark: _LINE__4_e6b51edb_e985_4778_abc8_02f0670][bookmark: _STATUTE_CONTENT__dc4abc71_5543_4e7c_8bd][bookmark: _LINE__5_df9eb0ed_cb35_4ce8_89e7_7a8db59][bookmark: _LINE__6_fd586ec2_ba30_4c7a_9ac5_824022c][bookmark: _LINE__7_c0f8e7be_6a3f_4dc8_87c7_ef80041]A.  Condition a sale of goods or the provision of a service on the collection, use, disclosure, transfer, sale, retention or processing of a biometric identifier unless the use of a biometric identifier is strictly necessary to the sale of the goods or the provision of the service;
[bookmark: _STATUTE_NUMBER__77a9990d_e08a_4f9d_9e25][bookmark: _STATUTE_P__22881047_f34d_4416_8a96_8a02][bookmark: _PAR__4_6c7b32ce_8678_4511_a043_e8bf7a73][bookmark: _LINE__8_8ffaa938_bf9a_44c4_9359_d7aa994][bookmark: _STATUTE_CONTENT__92ea47d0_dec5_4405_830][bookmark: _LINE__9_405824d1_7309_4718_8fc5_977f147]B.  Charge a different price or rate for goods or the provision of a service to a customer that does not provide affirmative written consent to providing a biometric identifier; or
[bookmark: _STATUTE_NUMBER__45df23c7_3b69_4916_9606][bookmark: _STATUTE_P__93b7f1f9_853c_4e8e_9aef_9088][bookmark: _PAR__5_b83c993f_67c4_4bb2_87a7_1c0efae0][bookmark: _LINE__10_1cf03928_ee70_40a6_857f_1d0327][bookmark: _STATUTE_CONTENT__bf26382e_210a_47d3_92d][bookmark: _LINE__11_18453c1d_a393_4df1_8bf0_bb4742]C.  Provide a different quality of goods or a service to a customer that exercises a right described by this chapter.
[bookmark: _STATUTE_NUMBER__b2d37fd8_5a9f_4440_a803][bookmark: _STATUTE_SS__e3418f3b_2b1a_445c_9c8e_f40][bookmark: _PAR__6_3d7f762b_eee0_48ae_9455_06ee7cd6][bookmark: _LINE__12_1c9b7d4c_1987_42f4_8cf5_a25640][bookmark: _STATUTE_HEADNOTE__e7b81ae6_90cc_408a_94][bookmark: _STATUTE_CONTENT__a8a04547_eaae_4e8c_a42][bookmark: _LINE__13_5f4ef18b_0fed_4ff1_a4b4_c0754c][bookmark: _LINE__14_93be38e9_6d21_41db_932e_45f911][bookmark: _LINE__15_d3a6a3ec_3871_40a5_8d18_e480d9]4.  Processors.  A processor may not sell, lease or trade a biometric identifier.  A processor may not collect, store, process, use, disclose or conduct any action for profit or otherwise on or with biometric identifiers, except as authorized by a contract with a private entity that legally possesses the biometric identifiers.
[bookmark: _STATUTE_NUMBER__dab3e53f_7edc_4a07_b991][bookmark: _STATUTE_P__1e4d30d8_d68d_40e9_a0b7_74f4][bookmark: _PAR__7_08871cc6_c399_4b76_98b2_4b58fd9d][bookmark: _LINE__16_8a03befc_cdce_4bd7_a454_ff520a][bookmark: _STATUTE_CONTENT__c54ecd03_19e4_4369_a24][bookmark: _LINE__17_374f1ade_e9d6_4b83_8d4a_a050f6][bookmark: _LINE__18_61a6db8e_b34e_49a4_89e6_c1874d]A.  A contract between the processor and the private entity described by this subsection must expressly prohibit the processor from disclosing, retaining or using the biometric identifiers outside of the direct contractual relationship with the private entity.
[bookmark: _STATUTE_NUMBER__75bad172_7553_4c14_9033][bookmark: _STATUTE_P__762c0ae0_5fc7_4564_8015_b0d1][bookmark: _PAR__8_20a4cec4_7241_4f38_a91a_df978da1][bookmark: _LINE__19_39858acc_abd5_4c32_ad42_25ea63][bookmark: _STATUTE_CONTENT__353a7765_3777_4779_95e][bookmark: _LINE__20_7b3b9079_d1aa_4487_88f1_74e3d9][bookmark: _LINE__21_d6d31bd6_b356_40eb_99b3_65f6d6][bookmark: _LINE__22_646e1d12_1d5f_4aa7_a04c_0fb84f][bookmark: _LINE__23_9d8455ad_cc00_44bd_83ad_2f1a4c]B.  A private entity that contracts with a processor to process or store biometric identifiers may not allow the processor to collect, store, process, use, disclose or conduct any action for profit or otherwise on or with biometric identifiers, except for purposes for which the private entity received express affirmative written consent from the individual.
[bookmark: _STATUTE_S__390a0221_0ad6_48b1_ab0c_0601][bookmark: _PAR__9_13ff4712_b400_4dee_adc4_fb6c2c02][bookmark: _LINE__24_72452c1b_9750_474e_9250_8be3bb][bookmark: _STATUTE_NUMBER__0911a110_53b5_4be1_9f9c][bookmark: _STATUTE_HEADNOTE__0985dcb6_a16d_4ae1_ac]§9608.  Remedies for violation
[bookmark: _STATUTE_NUMBER__fb41cab8_56bb_4d17_af5a][bookmark: _STATUTE_SS__149a8f3c_54a4_4d57_b0d4_966][bookmark: _PAR__10_3a4500f4_afad_4522_b59e_be600c9][bookmark: _LINE__25_7c606452_602e_406b_960d_dde349][bookmark: _STATUTE_HEADNOTE__38facb05_16e1_4cef_a0][bookmark: _STATUTE_CONTENT__cf92ae9c_9139_48af_82a][bookmark: _LINE__26_5c2ed94c_f1b2_4ae1_a936_630a5a][bookmark: _LINE__27_4d3f258f_cea0_4a2c_939d_601855]1.  Private right of action.  An individual alleging a violation of this chapter may bring a civil action against an offending private entity.  If the individual prevails in the action, the individual is entitled to:
[bookmark: _STATUTE_NUMBER__6635947a_2bcc_4d53_9295][bookmark: _STATUTE_P__d9e78fc2_3406_4a6e_90ba_db23][bookmark: _PAR__11_6bfa8036_b41f_452e_bd00_dc48bdd][bookmark: _LINE__28_24a3b54a_5b76_4577_a1de_7ff1a8][bookmark: _STATUTE_CONTENT__85327fc1_03de_4860_b5d]A.  For a violation of this chapter:
[bookmark: _STATUTE_SP__532b3791_9821_449a_b877_fe4][bookmark: _PAR__12_83146b5f_6f0b_49ad_bc61_9b97cb0][bookmark: _LINE__29_d5ec3fa9_1ef0_4f8e_a55d_98f198][bookmark: _STATUTE_NUMBER__2767fe86_ef67_4a52_8d39][bookmark: _STATUTE_CONTENT__4e5077fc_5645_4546_8d1][bookmark: _LINE__30_9de1c6da_521d_43d0_b38d_adfdc8](1)  As a result of negligence, actual damages or $1,000 per violation, whichever is greater; or
[bookmark: _STATUTE_SP__e9df3441_b0e7_4241_8dd9_bea][bookmark: _PAR__13_597501cd_3c43_4cca_827d_9ed9b11][bookmark: _LINE__31_7c8adb92_4ca9_40d2_b2f0_738965][bookmark: _STATUTE_NUMBER__d06ce85e_3e01_463a_8a97][bookmark: _STATUTE_CONTENT__17979718_a7a2_4c4e_ad5][bookmark: _LINE__32_5042f5bc_75fc_43a5_9d58_4a2152](2)  As a result of recklessness or intentional misconduct, actual damages or $5,000 per violation, whichever is greater;
[bookmark: _STATUTE_NUMBER__04486681_a661_464c_a6e4][bookmark: _STATUTE_P__023af8b4_733e_496c_8cf1_8620][bookmark: _PAR__14_6c71d114_9b8f_4aa4_8a20_fe120d2][bookmark: _LINE__33_70825fcb_768b_4a3b_8b98_c10c34][bookmark: _STATUTE_CONTENT__95edf3e8_2381_44ea_8b6][bookmark: _LINE__34_c58aebc5_617a_40fa_b236_48149e]B.  Reasonable attorney's fees and court costs, including expert witness fees and other litigation expenses; and
[bookmark: _STATUTE_NUMBER__d4d1afc7_6234_4bd7_b2b7][bookmark: _STATUTE_P__cef42376_8954_4fb6_b890_6fc3][bookmark: _PAR__15_dbfb399c_a596_42c7_b016_935abdd][bookmark: _LINE__35_0e13b360_24e6_4d45_a781_846da0][bookmark: _STATUTE_CONTENT__8880da89_b3dc_436c_aaa][bookmark: _LINE__36_64474695_57ef_4015_9647_be3c67]C.  Other relief, including injunctive or equitable relief, as the court determines appropriate.
[bookmark: _STATUTE_NUMBER__7898f97c_5dd5_4dc3_a7e6][bookmark: _STATUTE_SS__f4116f55_c16a_462b_8142_756][bookmark: _PAR__16_50424df4_3e88_4d71_bbd3_4d01e41][bookmark: _LINE__37_fdba8fc5_6234_43f9_a8f3_f9a44e][bookmark: _STATUTE_HEADNOTE__491ab050_53d1_4d0d_80][bookmark: _STATUTE_CONTENT__1b88c795_409c_4919_9c9][bookmark: _LINE__38_ca044434_5e05_4feb_acd0_3a92ea]2.  Unfair trade practice.  In addition to subsection 1, any violation of this chapter constitutes prima facie evidence of a violation of the Maine Unfair Trade Practices Act.
[bookmark: _STATUTE_NUMBER__6bf4fdd1_3668_4362_a76f][bookmark: _STATUTE_SS__e5606956_fcb4_4b30_83a9_4fb][bookmark: _PAR__17_d1efc502_9e32_4090_937d_c4e5478][bookmark: _LINE__39_5750a0de_0b1e_4432_be3b_98dc97][bookmark: _STATUTE_HEADNOTE__099e8eb9_ab8b_41c8_91][bookmark: _STATUTE_CONTENT__e3336c3d_5357_48c6_bd9][bookmark: _LINE__40_ae0411eb_cb83_4a5c_9b54_40c2af][bookmark: _LINE__41_b32ed654_ad6b_432e_bcd0_45ff83]3.  Enforcement by Attorney General.  The Attorney General may bring an action against a private entity for a violation of this chapter and seek any form of relief available to any other plaintiff, including the collection of damages as a civil penalty.
[bookmark: _STATUTE_S__7d3ace55_4fdf_417b_99a8_2631][bookmark: _PAGE__6_cf9441d8_d8a7_4e8c_9668_dc03e23][bookmark: _PAR__1_675c5bbe_fc1b_4259_985f_4559a4b0][bookmark: _LINE__1_24e5cb81_444a_42c8_8d78_987ff36][bookmark: _STATUTE_NUMBER__98936aab_31a0_4f64_9d8a][bookmark: _STATUTE_HEADNOTE__9860995d_71e3_4efe_9b]§9609.  Effective date
[bookmark: _STATUTE_CONTENT__32efe552_26d6_4417_8be][bookmark: _STATUTE_P__3b65ee1b_d589_4a19_a87c_968f][bookmark: _PAR__2_8e701164_6035_423d_955c_c4394441][bookmark: _LINE__2_73a6c7b0_1f23_4584_accb_56f07c2]This chapter takes effect January 1, 2025.
[bookmark: _SUMMARY__9b850112_f8da_466b_a2b3_77ee4f][bookmark: _PAR__3_b29cc8ee_6241_426b_8044_059a560e][bookmark: _LINE__3_20c7a4ad_d7cc_4723_887e_929b77d]SUMMARY
[bookmark: _PAR__4_3cc32298_4db1_4f91_8b6f_9f0dcb78][bookmark: _LINE__4_568a0d3a_a481_4904_b9d0_855cb3d][bookmark: _LINE__5_93c69e05_b334_4f37_9d57_6ba1fc4][bookmark: _LINE__6_bf32a7e3_100b_49f7_873e_906ce3b][bookmark: _LINE__7_c94ba0d9_2949_4ae1_9673_4fb632a][bookmark: _LINE__8_af8818a2_0e2e_4cda_becb_4cb1d0f][bookmark: _LINE__9_554f33b0_7004_4948_9d0f_e72068c][bookmark: _LINE__10_a0cbf8bd_3c1c_406e_9f15_d7ea80][bookmark: _LINE__11_ae35b731_2af5_4b6c_a9aa_3c390f][bookmark: _LINE__12_5557e744_84c8_4fe7_866b_abb170][bookmark: _LINE__13_9b2dd9b9_331d_4d53_a40d_1f538c]This bill provides for an individual's privacy regarding the collection and use of biometric identifiers of the individual and personal information connected to the biometric identifiers.  The bill requires a written release from an individual before a private entity may obtain or use biometric identifiers and requires the private entity to establish a policy for retention and destruction of the biometric identifiers.  The bill provides for a private right of action for an aggrieved individual who has had biometric identifiers obtained or used in violation of the provisions related to biometric identifiers, as well as civil penalties and enforcement by the Attorney General.  The bill also provides that violations of provisions related to biometric identifiers constitute violations of the Maine Unfair Trade Practices Act.
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